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● Quantum Computers (QC) that can break currently used asymmetric crypto

○ are expected to be available in ~10 years. [1]

● Shor’s algorithm enables prime factorization and the calculation of discrete logarithms (in 

cyclic groups) in polynomial [2]

○ Breaks the security of several public-key methods used today:

■ RSA [3]

■ Diffie–Hellman (ECDH, DSA/ECDSA) [4]

● Adversaries can record encrypted communications for encryption once QC become available 

(“Harvest Now, Decrypt Later”) [5]

Motivation
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[1] https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/Studien/Quantencomputer/Entwicklungstand_QC_V_2_1.pdf?__blob=publicationFile&v=3

[2] https://epubs.siam.org/doi/10.1137/S0097539795293172

[3] https://doi.org/10.22331/q-2021-04-15-433

[4] https://doi.org/10.6028/NIST.IR.8547.ipd

[5]  https://english.aivd.nl/binaries/aivd-en/documenten/publications/2022/01/18/prepare-for-the-threat-of-quantumcomputers/Prepare+for+the+threat+of+quantumcomputers.pdf

https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/Studien/Quantencomputer/Entwicklungstand_QC_V_2_1.pdf?__blob=publicationFile&v=3
https://epubs.siam.org/doi/10.1137/S0097539795293172
https://doi.org/10.22331/q-2021-04-15-433
https://doi.org/10.6028/NIST.IR.8547.ipd
https://english.aivd.nl/binaries/aivd-en/documenten/publications/2022/01/18/prepare-for-the-threat-of-quantumcomputers/Prepare+for+the+threat+of+quantumcomputers.pdf


● Post‑Quantum Cryptography (PQC):

○ Based on mathematical problems

○ Resistant to both conventional and quantum cryptanalysis [6] 

○ Standards are available since August 2024, by NIST:

Kyber, Dilithium and SPHINCS+ [7]

Two Approaches to Quantum-Secure Systems
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[6] https://doi.org/10.2824/92307

[7] https://www.nist.gov/news-events/news/2024/08/nist-releases-first-3-finalized-post-quantum-encryption-standards

[8] https://doi.org/https://doi.org/10.1016/j.tcs.2014.05.025

[9]  https://doi.org/10.1002/j.1538-7305.1949.tb00928.x

● Quantum Key Distribution (QKD):

○ Two parties establish a shared secret key by encoding information in quantum states [8]

○ Generates information-theoretically secure key material that can be used to generate 

perfectly secure ciphertexts, e.g. One-Time-Pad [9]

https://doi.org/10.2824/92307
https://www.nist.gov/news-events/news/2024/08/nist-releases-first-3-finalized-post-quantum-encryption-standards
https://doi.org/https://doi.org/10.1016/j.tcs.2014.05.025
https://doi.org/10.1002/j.1538-7305.1949.tb00928.x


QKD Architecture
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[10] based on Fig 1 in https://doi.org/10.1103/RevModPhys.81.1301

Alice Bob

Quantum channel

Classical channel

Fig 1. QKD setting.  Alice and Bob are connected through a quantum channel and a classical 
channel [10]

https://doi.org/10.1103/RevModPhys.81.1301


Recent QKD Developments
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[11]

[12]

[13]

[11] https://digital-strategy.ec.europa.eu/en/policies/european-quantum-communication-infrastructure-euroqci

[12] https://www.ses.com/newsroom/eagle-1-advancing-europes-leadership-quantum-communications

[13] http://english.scio.gov.cn/chinavoices/2025-03/21/content_117778711.html
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https://digital-strategy.ec.europa.eu/en/policies/european-quantum-communication-infrastructure-euroqci
https://www.ses.com/newsroom/eagle-1-advancing-europes-leadership-quantum-communications
http://english.scio.gov.cn/chinavoices/2025-03/21/content_117778711.html


● Discuss the theoretical and practical foundations of QKD

● Introduce architecture of QKD Networks (QKDN)

● Develop a taxonomy of the various protocols and standards

○ QKD protocols: BB84, E91 and BBM92

○ Different types of QKD (CV-QKD vs. DV-QKD)

○ Standards: ETSI GS QKD 014 [14] and ITU-T Y.3800 [15]

● State of the art and related work

● Proof of concept and software architecture

○ Implementation for use case “Schlüsseltankstelle” using the above standards

Content of the Thesis
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[14] https://www.etsi.org/deliver/etsi_gs/QKD/001_099/014/01.01.01_60/gs_qkd014v010101p.pdf

[15] https://www.itu.int/rec/T-REC-Y.3800

https://www.etsi.org/deliver/etsi_gs/QKD/001_099/014/01.01.01_60/gs_qkd014v010101p.pdf
https://www.itu.int/rec/T-REC-Y.3800


[15

] 
[14] Standards and Reference Architecture
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[14] https://www.etsi.org/deliver/etsi_gs/QKD/001_099/014/01.01.01_60/gs_qkd014v010101p.pdf

[15] https://www.itu.int/rec/T-REC-Y.3800

https://www.etsi.org/deliver/etsi_gs/QKD/001_099/014/01.01.01_60/gs_qkd014v010101p.pdf
https://www.itu.int/rec/T-REC-Y.3800


Standards & reference architecture
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[14] https://www.etsi.org/deliver/etsi_gs/QKD/001_099/014/01.01.01_60/gs_qkd014v010101p.pdf

[14
]

https://www.etsi.org/deliver/etsi_gs/QKD/001_099/014/01.01.01_60/gs_qkd014v010101p.pdf


Standards & reference architecture
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[15] https://www.itu.int/rec/T-REC-Y.3800

[15]

https://www.itu.int/rec/T-REC-Y.3800


TLS Post-Quantum Approaches (1)
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Hybrid

QKD PQ

TLS



TLS Post-Quantum Approaches (5)
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Hybrid

QKD PQ

TLS

● Evaluation criteria:

○ Security model

○ QC‑resistant

○ Handshake/latency behavior

■ mobile contexts

○ Deployability & maturity



TLS Post-Quantum Approaches (6)
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SchlüsseltankstelleQKD Endpoint

Use Case: “Schlüsseltankstelle” (1)
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Use Case: “Schlüsseltankstelle” (2)
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Use Case: “Schlüsseltankstelle” (3)
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Use Case: “Schlüsseltankstelle” (4)
Open Questions
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Source: Flaticon.com

What about key storage capacity?Quantum optics required on the train?

?
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● Phase 1

○ API‑level integration with “Hello World” and test harness using QKD key delivery 

interfaces (ETSI GS QKD 014 v1.1.1)

○ using Key Material from QuKayDee [19]

● Phase 2

○ Evalutiion phase of different TLS variants and decision based on evaluation criteria

● Phase 3

○ Prototype implementation with chosen variant for key management solution, specifically 

addressed to Mobile Use Case “Schlüsseltankstelle”.

Prototype Plan
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[19] https://qukaydee.com/pages/about

https://qukaydee.com/pages/about


Proof of Concept – Approach One (1)
QuKayDee Topology
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[20] https://qukaydee.com/pages/getting_started
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[20
]

https://qukaydee.com/pages/getting_started


Proof of Concept – Approach One (2)
Video
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https://docs.google.com/file/d/1QPA0-4CGRb8AbNBTChWfGsJXv8xsQMGT/preview


[16]

Proof of Concept – Approach Two (1)
TLS-QKD Topology
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[16] https://doi.org/10.48550/arXiv.2506.19409

https://doi.org/10.48550/arXiv.2506.19409


Proof of Concept – Approach Two (2)
Video
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https://docs.google.com/file/d/1HYw1WuYI-kKXpma-Jw5xT7h6D0Vl5d-s/preview


Timetable
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1. What are different post quantum secure alternatives for TLS?  How do they perform 

compared to other approaches (e.g. KEMTLS)? Compare on security, authentication, latency, 

deployment model, maturity level, hardware requirements, resistance to QC and the mobile 

use case "Schlüsseltankstelle".

2. Trust Bootstrapping and Authentication: What is the abstract concept of authentica-

tion in QKDN? What approaches exist to establish trust between two parties? What are their 

differences? (PKI vs. PSK)

3. Architecture mapping to the "Schlüsseltankstelle" Use Case: How can a high-level QKDN 

architecture be mapped to this use case? Clarify roles, responsibilities, interfaces at a 

conceptual level, the policies that govern key use and distribution

Working Packages
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Backup Slides



Master student: Cybersecurity

Work experience:

○ Worked in IT-Consulting

■ “IT-Grundschutzpraktiker” (certified) 

■ Incident response for ~1 year,

Focus on crisis management

Academic Progress:

● Key areas of cybersecurity

○ Network and application security

● Focus on identity management and applied 

cryptography

● Thesis about Quantum Key Distribution

Introduction
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[16]

TLS Post-Quantum Approaches (2)

Hybrid

PQ

TLS

QKD
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[16] https://doi.org/10.48550/arXiv.2506.19409

https://doi.org/10.48550/arXiv.2506.19409


“Classical” TLS vs. TLS-QKD
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[16]

[16] https://doi.org/10.48550/arXiv.2506.19409
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https://doi.org/10.48550/arXiv.2506.19409


TLS Post-Quantum Approaches (3)

Hybrid

PQ

TLS

QKD

[17]
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[17] https://doi.org/10.1145/3372297.3423350

https://doi.org/10.1145/3372297.3423350


TLS Post-Quantum Approaches (4)

Hybrid

TLS

[18]

QKD
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[18] https://doi.org/10.48550/arXiv.2503.07196

PQ

https://doi.org/10.48550/arXiv.2503.07196


● Two core needs

○ Entity authentication

○ Message/data authentication

● Options

○ PKI‑based vs pre‑shared symmetric approaches; MACs for data authentication.

● Bootstrapping and lifecycle key management are central design choices

Authentication in the QKD context
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ITU-T Y,380X standards
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● SAE (Secure Application Entity): the application-side client (e.g., encryptors, optical switches, 

security management systems) that requests keys from its local KME over the ETSI QKD-014 

REST/HTTPS API; it sits within the same security boundary/site as its KME, has a unique SAE 

ID, and can act as master/slave when identical keys must be delivered to multiple peers.

● KME (Key Management Entity): the key-management server in a trusted node that interfaces 

to QKD devices (QKDEs), cooperates with other KMEs across the QKD network, and delivers 

keys to SAEs via a web API; it authenticates SAEs, provides the REST/HTTPS key-delivery 

service, and has a unique KME ID.

The ETSI GS QKD 014 v1.1.1 
What are SAEs and KMEs?
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Design Idea: Key Storage on Train that uses a “Key petrol 

station” with ETSI GS QKD 014 v1.1.1
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Get status
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Proof of Concept – Approach Two (3)
TLS-QKD Topology (2)
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TLS variants comparison (3)
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Scheme / 

Property

TLS 1.3 TLS-QKD KEMTLS

Authenticatio
n

Signature-based certificate 
authentication (or 
Pre-Shared Key). Trust via 
PKI

possession of a pre 
shared QKD key proven 
via a challenge.

Replace signatures 
with KEMs: certificates 
contain long-term KEM 
keys

Hardware 
Requirements 

No specific hardware 
requirements. 

Special QKD system 
required.

Runs on standard 
CPUs; no special 
hardware required.

Resistance to
quantum 
computers?

No, handshake relies on 
ECDHE for key 
establishment and ECDSA 
for authentication. 

Yes. Keys have 
information‑theoretic 
security due to quantum 
physical effects

Yes, relies only on 
symmetric primitives.

Hardware Requirements 
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Phase A: Pre-trip preload

0. Stationary QKD setup produces keys in secure location

1. Key Management Entity (KME, secure data center with QKD setup) and Secure Application 

Entity Master (SAE, e.g. the train) authenticate to ensure readiness Get status

2. SAE Master requests N slices of keys, KME returns key container Get key

a. SAE  loads stack of keys into its on-board Hardware Secure Module (HSM)

3. KME marks keys so that Slave SAE (e.g. Interlocking) can later call Get key with keyIDs

Phase B — In journey: Use TLS-QKD

Phase C — Refill at stops

1. Repeat Phase A when docked, replenish and purge expired or used keys.

Design Idea: “Key Petrol Station” (“Schlüsseltankstelle”) (4)
ETSI GS QKD 014 v.1.1.1
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ETSI GS QKD 014 v1.1.1 https://www.etsi.org/deliver/etsi_gs/QKD/001_099/014/01.01.01_60/gs_qkd014v010101p.pd
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https://www.etsi.org/deliver/etsi_gs/QKD/001_099/014/01.01.01_60/gs_qkd014v010101p.pd

